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1 | INTRODUCTION

Virtually all types of devices that contain computers have so-called “cyber vulnerabilities,” which offer ways for attackers
to gain access or at least limit performance. Often, these vulnerabilities are publicly identified. A race then follows between
hackers' finding and applying “exploits,” and vendors offering patches that are discovered to be needed by scans and
implemented by end users. If the hackers win, they cause losses. If the end users or defenders win, the vulnerability is
removed or, at least, remediated to become harmless. Also, in many organizations, hosts are in a similar position with
respect to exposure. They are protected by an outer firewall but exposed to other hosts within that firewall. Brewster!
and others reported that Equifax lost 150 million records because hackers exploited a “critical” Apache server patchable
vulnerability. The exploitation occurred only a short time after Equifax became aware of the vulnerability through scans.
Of course, the impact of cyberattacks can take a financial toll on an organization. Many researchers have focused on the
effects of “breaches,” which reportedly cost millions of dollars. According to the 2017 Cost of Data Breach Study: United
States, conducted by IBM and Ponemon Institute,? the average cost for each record lost in a data breach is $225 (which
is essentially the same per capita cost for higher education, $200). The resulting total cost paid by organizations averaged
$7.35 million.2 However, the breaches are extremely rare events and a more general class of cybersecurity events might
be called “incidents.” Although there is typically no legally culpable data breach in these incidents, significant expenses
are incurred for investigation and resolution.

Optimization of maintenance policies has been an active topic of research in several different areas. Virtanen? derived
a control-theoretic optimal maintenance and sale date policy of a generic machine subject to deterioration and random
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failure. Kuhn and Madanat* proposed robust maintenance policies under model uncertainty for asset management sys-
tems. Zhang et al.> suggested a Markov decision process (MDP) approach for the derivation of optimal maintenance
policies for multicomponent systems under the influence of environmental conditions. In cybersecurity, an important
challenge is to derive cost-effective maintenance policies for periodic maintenance for cyber vulnerabilities. In the cyber
environment, the data needed for policy development are generally limited due to security concerns such as hosts being
offline or incomplete inspection as described by Afful-Dadzie and Allen.®” The common policy for this status quo is
referred to as “out-of-sight is out-of-mind” (OSOM),? ie, ignoring the hosts that are unobservable despite actual vulner-
abilities and associated intrusion risks that could be hidden on them. Afful-Dadzie and Allen® developed a data-driven
MDP (DD-MDP) model for cyber vulnerability maintenance with parameter uncertainty arising from limited data about
maintenance policies for patching vulnerabilities with low and medium severity levels. The states of a single system in
their DD-MDP model are defined by severity levels of vulnerabilities and compromised incidents. A Monte Carlo Bayesian
Reinforcement Learning (MCBRL)-based approach for cyber preventive maintenance was introduced by Allen et al,’
which addressed the issue of availability of limited data for estimating transitions but ignored the issue of hosts being
turned off or otherwise incomplete scans. Here, we seek to construct a general model for cyber vulnerability maintenance
that can mitigate the effect of incomplete inspection and develop cost-effective policies for distinct types of hosts.

The generalized version of MDP, where the state of the system is not fully observable is described as a partially observ-
able Markov decision process (POMDP) by Sondik,'® Smallwood and Sondik,!! and Sondik.!? POMDPs deal explicitly
with control of stochastic systems in which the exact state of a system is partially unobservable because of noisy, lim-
ited sensors or because of the nature of the problem itself. The POMDP framework!? is widely exploited in several fields.
Byon and Ding!* proposed a stochastic model for a wind turbine that considers the incomplete inspection from mon-
itoring equipment using a POMDP, and the states of the system are subject to several weather conditions. Kurt and
Kharoufeh!> considered the monotone optimal replacement of a system under Markov deterioration, which is under peri-
odic inspection and operates in a controlled environment. Neves et al'® also considered a deteriorating system with a
discrete-state Markov process under periodic inspection with imperfect condition measurement and a constructed cor-
responding condition-based maintenance policy. Makis!? considered a partially observable deteriorating system with
continuous-time hidden Markov process and adapted this problem into a POMDP framework to develop an optimal
condition-based maintenance policy. Wang et al'® proposed a model that combines a dependent attack graph with a hid-
den Markov model to estimate attack states in a network for cost-benefit security hardening. POMDP-based models are
particularly useful for cyber vulnerability maintenance problems, as in most cases, breaches remain undetected for a sig-
nificant time. Roychowdhury'® proposed a POMDP framework for cyber maintenance taking into account the uncertainty
related to the states of a system being compromised or not.

In this article, we propose new parallel POMDPs to periodically execute cost-effective maintenance actions for cyber
vulnerabilities based on the internal security state of hosts and external characteristics of hosts. The internal security
states of hosts are measured by the severity level of vulnerabilities which are partially scanned or detected by a common
vulnerability scoring system (CVSS)® in every period. The external characteristics of hosts containing operating systems,
critical or ordinary server (including restricted data or not) and the mode of user administrative privilege may not be sig-
nificantly related to the security state, but they can affect the maintenance costs and result in parallel POMDPs. Based on
the DD-MDP model,® we generalize the states in Markov process by using only the highest severity level of vulnerabili-
ties on hosts. Since the states could be unobservable because of incomplete inspections, the observations in POMDPs are
defined by observable states (also called true states) and unknown states (also called none). However, the observable states
might not directly correspond to the true states because of partial scanning or errors of scanning. The sensitivity analysis
of observations is performed for cyber vulnerabilities inspired by data from a major university. We also utilize informa-
tion about compromised hosts associated with “warnings” from the intrusion detection system. Each state-of-host data
is associated with the possibility of incurring significant expenses for investigation and resolution. To estimate the proba-
bilities of incurring warnings, several binary logistic regression models are performed. Additionally, the cost function in
our proposed model consists of direct costs from maintenance actions and potential incidents costs associated with secu-
rity states. To assess the benefits of optimal policies obtained from POMDPs, we perform a cyber vulnerability case study
from a major university and compare alternative policies (including OSOM, fix, epsilon-greedy, and random) by running
simulations for a five-year period.

The remainder of this article is organized as follows. In Section 2, we present the structure of the proposed stochastic
model for cyber vulnerabilities. Section 3 documents a computational experiment involving 72 parallel POMDPs from a
major university and presents comparisons among alternative maintenance policies using simulations. In Section 4, the
implications for decision-makers and opportunities for future research are given.
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2 | POMDPS FOR CYBER VULNERABILITIES MAINTENANCE

There are several ways to gain access to cyber vulnerabilities maintenance histories with CVSS information for
organizations.?’ In this article, the data of a major university are obtained by using Nessus vulnerability scanning tools
from Tenable Network Security. Each entry in the periodic Nessus scans is a discovered vulnerability with vulnerability
and host characteristics. Vulnerability characteristics, for instance, include vulnerability type, vulnerability resolution,
vulnerability first scanned date, and vulnerability risk. The vulnerability resolution is directly related to an organization's
maintenance policy. Moreover, vulnerability risk is measured by CVSS, which evaluates the severity of vulnerabilities on a
scale of 0 to 10 with 10 being extremely critical. The CVSS also provides subjective ranges including low (0 to 3.9), medium
(410 6.9), high (7 t0 9.9), and critical (10) severity levels. With respect to host characteristics, each entry also contains hosts
information attached to every vulnerability, eg, the host IP address that identifies the unique host, host operating system,
organization group ID that identifies the group to which the host belongs, and critical server that describes whether the
host has access to restricted data.

Analytically, periodic action would be taken on a host according to a common maintenance policy. The evolution of the
security state of hosts after taking action could be tracked based on the periodic Nessus scans. However, hosts could be
unobservable because of offline operation or incomplete inspection. An example is described in Table 1. The real states of
hosts are untraceable in this case. Hence, we describe the maintenance process for cyber vulnerabilities with a POMDP
framework as introduced by Kaelbling et al.!?

2.1 | States, Actions, Observations
A POMDP for cyber vulnerabilities maintenance is formally defined as a tuple (S, A, T, O, ©, R, y) where:

« Sis a finite set of states of cybersecurity for a type of host. The set of probability distributions over S shall be denoted
by b(S). Members of b(S) shall be called belief states. As described by Afful-Dadzie and Allen,® the states of a host can
be defined by the worst severity level of vulnerabilities on it. As discussed above, CVSS is widely used to evaluate the
severity level of vulnerabilities. Hence, elements in S consist of low state, medium state, high state, and critical state, ie,
S = {Low, Medium, High, Critical}. For instance, a host has been scanned in a period and it has several vulnerabilities
with different severity levels, ie, two low vulnerabilities and three medium vulnerabilities. Then, the state of this host is
medium in this scanned period. However, the “true” vulnerability state of hosts is generally unknown because of factors
such as incomplete scans and zero-day vulnerabilities. For instance, the Heartbleed vulnerability (CVE-2014-0160) is

TABLE 1 Scanned records for a subset of hosts over 21 months with no records (0) in bold and the numerical
values 1, 2, 3, 4 represent low, medium, high, and critical states, respectively

Host\month 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21
1 o 0 0 000000 0 0 0 O o0 O0 o0 O0 O o0 2 o0
2 11110 0 0O0O0O0O O O O O O o O o o0 o o0 o
3 11111 1 1 1 1 1 1 1 o o 0 o 0 o0 o0 o0 o0
4 2\ 2% 2\ 2|22 2|22 2|2 2|2 2,2 223,24, 2|26 0
5 22 2 2 2 2 2 22 2 2 2 2 2 2 2 2 2 0 0 0
6 2\ 2 2 \2\|\2 2\ 2|\2\ 2% 2|2 4|2 22 22|24 2|2 0
7 2 2 2 2 2 2 2 2 2 2 2 4 4 4 4 4 2 2 2 2 2
8 2\ % 2\ 2|22 2|2\ 2 2|2 2|2 2|2 223 |23 2|2 0 2
9 22 2 2 2 2 2 22 2 2 2 2 2 2 2 2 2 2 2 2
10 2\ 2 2 \2\|\2 |2 2|2\ % 2|2 4|2 22 22| A 2|2 2
11 22 2 2 2 2 2 22 2 2 2 2 2 2 2 2 2 2 2 2
12 2|2 2\2|2 2 2|22 2|2 2|2 2|2 222, 2|26 2
13 o 0 0 000000 0 0 0 0 o0 o0 o0 o0 o0 2 2 2
14 o 0 0 0 00000 0 0 0 O O O o0 0 O 2 o0 o0
15 o o o 0o o 0o 000 0 o0 o o o o o o o o 2 2
16 2|2 2 2 2 2 2|2 3 3 3 3 3 3 3 3 3 3 3 0 0
17 o o0 2 0 0 0 00 0 2 2 2 2 o0 0 o0 0 o0 0 o0 o
18 20 F20 F20 R 20 R28 S22 R28 B28 2 2R 2 2N 2 2E 28 2 2R 28 282
19 o o 0 0 00010 0 0 0 0o O o0 O o0 o0 o0 o0 o0
20 2\ 2 2,222 2|2\ 2 2|2 2|2 2,2 2 2 2, 00 0



LIU ET AL. Wl L EY 1393

evaluated by CVSS as medium level at the beginning, despite it being easy to exploit. Here, our states are approximate
in the sense that they are based on known scan results which, in general, do not correspond to the “true” vulnerabilities
states of hosts.

« A is a finite set of actions that are applied to a host. The maintenance actions on hosts can be obtained from Nessus
scans. Taking the Nessus scans for a major university as an example, there are four types of cyber maintenance actions,
ie, auto-patching, research-accept, research-compensate, and remediation. Autopatching means that software vendors
are permitted to update their software with vulnerabilities removed without direct local intervention, ie, no IT staffs
involved. Research-accept means that IT staff has inspected a certain host and tried to find a solution for it, yet if there is
no solution available, the result can be accepted. Research-compensate means that all the highest-level vulnerabilities
in a host must be fixed because the result of no solution is unacceptable in this case. Remediation means that the host
is taken offline or replaced to avoid more risks.

e T:SXAXS — [0,1] is the state transition function. For each s'€ S and for each a € A, T(s, a,s’) is the probability
from the security state s of a host in a scanned period n to state s’ in the next scanned period n + 1 under maintenance
action a. Thus, for any time period n > 1, for each pair of states '€ S and for each action a € A, there holds:

T(s,a,s") = Pr(s"™ = §'|s" = 5,a" = a) D

To estimate the parameters in state transition function, we use the simple method mentioned by Afful-Dadzie and
Allen.® We tabulate the transition probabilities tensor T(s, a,s’) for all s € S which can be viewed as the parameters for
a Dirichlet distribution, N(s, a, 1), N(s, a, 2), ..., N(s, a, |S|), where N(s, a,s") refers to the count of transitions from state
s to state s’ under action a. We then estimate T(s, a,s") by using the standard estimation formula:

N(s,a,s)

T(s,a,8) = —22>"2

Vs, s’ € S. (2)

Examples of counts of transitions and estimated transition probabilities for Linux type of hosts are presented in Tables 2
and 3, respectively.

« Ois afinite set of observations obtained from scanned software. As described by Afful-Dadzie and Allen,%” hosts could
be fully unobservable in some periodic scans as the result of incomplete inspections. The observations in POMDP are
defined by observable states (ie, real states) and unknown states (ie, none). Thus, elements in O consist of observations
of none, observations of low state, observations of medium state, observations of high state, and observations of critical
state, ie, O = {None, Low, Medium, High, Critical}.

e« ®: SXAXO0 — [0,1] is an observation function. For each s € S, for each a € A, and for each 0 € O, O(s, a, 0) is the
conditional probability of receiving observation o for a host in a scanned period n given that the state of it is s in that
period and the action a has been taken on it in the previous period n — 1. Thus, for any time period n > 2, for each
s € S, for each a € A and for each o € O, there holds:

0O(s,a,0) = Pr(o" = o|s" =5,a" ! = a) 3)

Note that the only different element between observations set O and states set S is { None}, ie, O = SU { None}. In other
words, if a host is scanned, then its observation is equal to its state; otherwise, its observation is None. The following
assumptions are made for deriving an observation function from cyber vulnerabilities data set.

1 = a) =Pr(0o" = None) forseS,acA

Pr(o" = None|s" = s,a"”
Pr(o" =o|s" =s,a" ' =a)=1-Pr(0" = None) foro=s,0€0,s€S,acA

Pr(o" = o|s" = s,a"!

=a)=0 foro#s,0€e0,s€S,aeA.

These assumptions describe that the observations do not depend on maintenance actions because observations are
obtained by a vulnerability scanning system and the results of observations depend on whether a host is under incom-
plete inspection. Also, there is an independent assumption between observations and states due to observation of
none. Hence, the estimation of O(s, a,0) depends on the estimation of Pr(o" = None), which is the probability of
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TABLE 2 Counts of transitions from a major university for Linux hosts under four actions: (a) Autopatching,
(b) research-accept, (c) research-compensate, and (d) remediation

(a) Autopatching (b) Research-accept
From\to Low Medium High Critical From\to Low Medium High Critical
Low 16075 1404 35 15 Low 1073 4 0 0
Medium 412 127 519 756 59 Medium 463 610 4 0
High 0 412 127519 815 High 34 429 610 4
Critical 0 0 412 128 334 Critical 8 53 18 799
(c) Research-compensate (d) Remediation

From\to Low Medium High Critical From\to Low Medium High Critical
Low 1077 0 0 0 Low 100 100 0 0
Medium 1077 0 0 0 Medium 100 100 0 0
High 34 1043 4 0 High 100 100 0 0
Critical 8 53 817 0 Critical 100 100 0 0

TABLE 3 Estimated transition probabilities from a major university for Linux hosts under four actions:
(a) Autopatching, (b) research-accept, (c) research-compensate, and (d) remediation

(a) Autopatching (b) Research-accept
From\to Low Medium High Critical From\to Low Medium High Critical
Low 0.9171 0.0801 0.0020  0.0009 Low 0.9963 0.0037 0.0000  0.0000
Medium  0.0032 0.9905 0.0059 0.0005 Medium  0.4299 0.5664 0.0037  0.0000
High 0.0000 0.0032 0.9905  0.0063 High 0.0316 0.3983 0.5664  0.0037
Critical 0.0000 0.0000 0.0032 0.9968 Critical 0.0091 0.0604 0.0205 0.9100
(c) Research-compensate (d) Remediation

From\to Low Medium High Critical From\to Low Medium High Critical
Low 1.0000 0.0000 0.0000 0.0000 Low 0.5000 0.5000 0.0000  0.0000
Medium 1.0000 0.0000 0.0000  0.0000 Medium  0.5000 0.5000 0.0000  0.0000
High 0.0315 0.9648 0.0037 0.0000 High 0.5000 0.5000 0.0000 0.0000
Critical 0.0091 0.0604 0.9305 0.0000 Critical 0.5000 0.5000 0.0000  0.0000

observing nothing (eg, because the host was turned off). This probability is easily estimated using the average
proportion of unobservable hosts in all scanned periods.

Moreover, these assumptions also imply that the actual state is perfectly observed if the host is scanned. We relax
these assumptions by considering the scenarios that the actual state is not perfectly captured but is approximately
modeled by what is or is not observed. Then, the above assumptions are modified as follows:

Pr(o" = None|s" = s,a"! = a) = Pr(o" = None) forseS,acA
Pr(o" = o|s" =s,a"! = a) = (1 — Pr(o" = None)) - (1 — Error) foro=s5,0€0,s€ S,ac€ A
Pr(o" = o|s" = 5,a" ! = a) = (1 — Pr(o" = None)) - (Error/k) foro<s,0€ O\ {None},s€ S,ac A

Pr(o" = o|s" = s,a"*

=a)=0 foro>s,0e0)\ {None},s€ S,a€A,
where k refers to the number of instances such that o < s. An example of 0 < sis 0 = Low and s = Medium. Also, Error
refers to the error rate of scanning. The numerical examples will be described in Section 3.1.

« R: SXA — Risacost function. For each s € S and for each a € A, R(s,a) € R is the cost obtained by taking action
on a host when the state of it is s. Many people view the costs of cybersecurity in terms of rare catastrophic events.
Such events could have a major impact on the corporate bottom line, eg, the Sony hack. Other events could cripple
power systems for extended time periods. However, our experience suggests that even leaving out the possibility of rare
events, there are considerable direct costs that can be modeled in terms of the personnel time required to patch the
vulnerabilities. The following equation summarizes the two main costs that we consider:

R(s,a) = D(a) + C(s), 4)

where D(a) represents expected direct costs of taking actions and C(s) represents expected compromised cost due to
potential incidents associated with security states. The estimations of these cost functions are presented in Section 2.3.
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« y €[0,1] is a discount factor. It represents the difference between future costs and immediate costs for each time step.
Smaller discount factors refer to the assumption that future costs are less important than immediate costs. Conversely,
for a larger discount factor, which is close to 1, the future costs would count almost as much as the immediate costs.
Therefore, the setting of the discount factor is used to control the number of iterations/horizons needed to converge for
infinite horizons settings in many POMDP solvers. For example, using a 0.99 monthly discount factor, we are effectively
assuming a horizon, which spans many computer hosts. However, such horizon does not represent the actual life span
of physical hosts. Instead, it refers to the period in which users will continue with similar or the same software and the
same patching policy as they change hosts.

Hence, (S,A,T,0,0,R,y) defines a POMDP problem. At the beginning of the control policy implementation, the
implied initial beliefis b(s°), which for instance can be assumed as a uniform distribution over S (ie, (0.25, 0.25, 0.25, 0.25)).
At each time step n, an action a would be applied to the host and an observation o is obtained in the next time step, and
then host's belief b(s") is updated by Bayes' theorem:

Pr (0" =o|s"! =5 ,a" =a
Pr (o"*t! = o|b",a" = a)

n+1

) ZPr(s"“ =s|s"=s,a"=a)b(s"=5) Vs €S, (5

sES

b(s"“:s’a”:a,o =O)=

where Pr(o™! = o|b",a" = q) is a normalizing term, which is given by Equation (6)

Pr (o™ =o[b",a" =a) = Z Pr (0" = o|s"! =, a" = a) Z Pr(s"! =¢'|s" =s,a" = a) b(s" = s). (6)

s'esS seS

2.2 | Policies and value function

We use the notation similar to that of Spaan?! so that a policy = : b(S) — A in POMDP is a mapping from probability dis-
tribution over states to actions. It can be defined using a value function V”* : b(S) — R. The value function V” represents
the expected discounted long-term cost by following policy # starting from belief b with finite periods h:

h
V(b) = Ex | ) y"R(by, 2(ba))|by = b| , 7
n=0

where R(by,, 7(bn)) = Y ,csR(S, 7(b,))b,(s) and belief b,(s) is the belief in period n.

Our goal is to find the optimal policy z* that minimizes the value function, ie, the expected long-term cost. Then,
the optimal value function V*(b) = min,V”(b). The value function is proved to be piecewise linear and convex in
finite-horizon POMDP and can be represented using a set of alpha vectors as shown by Sondik,'° Smallwood and Sondik,!!
and Sondik.!? If there is only one period left to apply actions, then we consider only the current cost for a specific belief
b. Then, the optimal value function of a single period is Vo(b) = mingea Y, cgR(S, @)b(s) = mingeab - af, where - denotes
the inner product, and «a; is a set of |A| vectors ay = (g (1), ... ,ay(|S])), one for each action a : «f(s) = R(s, a). Thus, the
optimal value function V,(b) in period n through value iterations is

_ : .k
Va(b) = | Jpin, b-ay ®

V41 can be calculated using the Bellman backup operator H:

Vis1 = HVy, = Ugea Gy, With G, = @oc0GY and

1 9)
GS = {ﬁag +rgh 1 <k < |Vn|},

where V), denotes a set of alpha vectors while V,(b) refers to the inner product of belief b and alpha vectors in V,. The
operator @ refers to the cross sum operator. The vector gk, is derived from back-projecting the alpha vector af from V,
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using action a and observation o, which is given by the Equation (10).

gk = Z 0@, a,0)T(s, a, s )ak(s') (10)

s'es

Since the actions are associated with alpha vectors, dynamic programming is used for solving POMDP primarily to
generate these alpha vectors given the finite horizons or discount factor less than 1. Many of the alpha vectors produced
for V,,41 through the Bellman backup operator in Equation (9), do not contribute in minimizing the value function for a
given belief. To address this issue, Cassandra et al*? proposed the incremental pruning algorithm to accelerate the Bellman
backup operator.

HV, = prune(U,c,G,), with G, = prune (prune (Ga®Gh) ... ® (_}LO|> and Gj = prune (G}, (11)

where prune is the pruning subroutine.

Note that incremental pruning algorithms or other exact optimal POMDP solution methods have been shown to result
in high computational complexity because they require computation of the optimal action for the whole space of belief
points.?? This motivates approximate algorithms that search for optimal solutions only for those sets of the belief simplex
that could be reachable by interacting with the stochastic environment. Specifically, the point-based value iteration (PBVI)
algorithm proposed by Pineau et al?* is designed to approximately derive the alpha vectors. It applies an approximate
backup operator H to an initial set of belief points B, and then expands the set of belief points and searches for new
solutions. Hence, the Equation (9) can be stated as

Vi1 = HV, = argmin (Gh-b), with G} = Z argmin(a -b) Vb € B

Gb.VaeA oe0 €G; 12)
12
and G, = {ﬁag +rghll<k< |V,,|},

where gk, is calculated by Equation (10).

2.3 | Estimation of cost function

As mentioned before, the cost function R(s, a) consists of two parts, ie, expected direct cost D(s) of taking maintenance
action, and expected compromised cost C(s) due to potential incidents.

The estimates of maintenance action cost mainly depend on the average labor cost per hour and the average time of
patching vulnerabilities as suggested by Afful-Dadzie and Allen.® The setting for the maintenance actions cost is presented
in the cyber vulnerability case study in Section 3.1. In terms of expected compromised cost, more than 90% of actual attacks
exploit known vulnerabilities to steal sensitive and confidential information as observed by Cockburn.?®> As discussed
before, vulnerabilities are assigned risk ratings by the CVSS. We define the incident rate p(s) as the probability that an
incident event is detected by the intrusion detection system for a specific type of host in state s in period n. In other words,
the incident event is associated with the highest severity level of vulnerabilities on hosts.

Hence, the expected compromised cost C(s) = p(s) X ¢, where c is the expected value of loss resulted from the incident.
Some researchers studied several prediction methods or classification techniques for cyber risks through different vul-
nerability databases and different measurements and features such as Soska and Christin,?® Liu et al,?’ Sabottke et al,8
Hao et al,° Zhang et al,>® Zhu et al,*! Liu,3? and Tavabi et al.3* Here, we follow the previous work of Liu3? and exploit
multiple logistic regression for predicting incident rate p(s), allowing for several predictor variables related to the cyber
environment. The methodology of multivariate logistic regression models typically includes multiple steps involving
model selection and modeling diagnostics (see the work of Hosmer et al3*).

For a set of k independent predictor variables denoted by the vector X’ = (x1,X,, ..., Xk), let the conditional probability of
the outcome being present be denoted by P(y = 1|x) = #(x). The logit of the multiple logistic regression model is given by

8(X) = fo + frx1 + Poxo + ... + P, (13)
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TABLE 4 Predictor variables sheet

Cyber factors Factors description Value and data type Factors name
00=Linux
Operating Systems 10=0therOS OS Type
01=Windows;
categorical

True=General-Purpose
Basic factors Host Roles (ie, General-Purpose) False=Others; General-Purpose
categorical

True=User administrative
Administrative Privilege Privilege is allowable AdminPrivilege
False= Management tech
is performed to patch;
categorical

Time Trend (ie, Monthly scanned period) integer TimeTrend
1=Low Severity Level
2=Medium Severity Level

The Worst CVSS Severity Level 3=High Severity Level WorstCVSSLevel

CVSS factors 4=Critical Severity Level;
numerical

The Worst CVSS Base Score [0,10]; numerical WorstCVSS

The Average CVSS Base Score [0,10]; numerical AvgCVSS
Vulnerabilities Counts of Vulnerabilities in Low Severity Level integer VulnCountLow
Counts factors  Counts of Vulnerabilities in Medium Severity Level integer VulnCountMedium

Counts of Vulnerabilities in High Severity Level integer VulnCountHigh

Counts of Vulnerabilities in Critical Severity Level  integer VulnCountCritical

in which case the logistic regression model is
28
w(x) = Tre®" (14)

The dependent variable is the incident event that is captured by an intrusion detection system. The independent vari-
ables are relevant cyber factors obtained from Nessus scans. Typically, these cyber factors group into four sets, ie, basic
factors, CVSS factors, and vulnerabilities count factors, which are listed in Table 4.

Here, we study four factors which relate to basic properties of hosts: the operating systems (Windows, Linux, or oth-
ers), the host roles (general-purpose and non-general-purpose), the privilege status (operator has administrative privilege
or not), and the scan period. For the host roles, the general-purpose type of hosts includes computers, database servers
and file servers, while the non-general-purpose type of hosts includes printers, routers, hypervisors, etc. For the privi-
lege status, consider that, in student computer labs, students do not have “root access” or administrator privilege because
they have no organizational responsibility for host maintenance. Risks are heightened when a host has user administra-
tive privilege. Alternatively, many hosts such as lab computers utilize management techniques to perform patches or to
upgrade software applications with fewer resources. For example, a patch of one specific vulnerability will be applied to
all the hosts that belong to a managed group.

For the purpose of predicting warnings or incidents, CVSS factors include three different measurements of hosts' secu-
rity state by CVSS, ie, the worst CVSS severity level, the worst CVSS base score, and the average CVSS base score. Here,
the average CVSS base score refers to the mean value of CVSS base scores of all vulnerabilities observed on a given host for
a certain scanned period. For instance, if a host has one vulnerability with base score 1.0 and another with base score 5.0,
the average CVSS base score of this host is (1.0 + 5.0)/2, ie, 3.0. Considering that these three CVSS factors have difference
scales, we normalize all of them to lie within the range from —1 to 1.

Since there are three groups of predictor variables, several potential models can be constructed to find the best-fitted
models through a series of steps. We first consider only the variable combinations between CVSS factors and basic fac-
tors. Selecting three different factors from the group of CVSS factors (ie, WorstCVSSLevel, WorstCVSS and AvgCVSS)
produces three combinations with all basic factors. Only the model with all basic factors will be a benchmark model.
This first set of models are first order. Considering the second order of CVSS factors produces three different models
that contain all basic factors and three different CVSS factors with their second-order terms. We describe these three
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TABLE 5 Potential models across four groups

Models Factors in model
Model 1 Basic factors
First order models Model 2 WorstCVSSLevel + Basic factors

Model 3 WorstCVSS + Basic factors

Model 4  AvgCVSS + Basic factors

Model 5  WorstCVSSLevel + WorstCVSSLevel? + Basic factors
Second-order models Model 6  WorstCVSS + WorstCVSS? + Basic factors

Model 7 AvgCVSS + AvgCVSS? + Basic factors

Model 8  VulnCount factors + Basic factors
First-order models with Model 9  WorstCVSSLevel + VulnCount factors + Basic factors
vulnerability counts factors Model 10 WorstCVSS + VulnCount factors + Basic factors

Model 11  AvgCVSS + VulnCount factors + Basic factors
Second-order models with  Model 12 WorstCVSSLevel + WorstCVSSLevel® + VulnCount factors + Basic factors
vulnerability counts factors Model 13 WorstCVSS + WorstCVSS? + VulnCount factors + Basic factors

Model 14  AvgCVSS + AvgCVSS? + VulnCount factors + Basic factors

models as “second-order models”. In addition, we construct seven different models by adding all vulnerability counts fac-
tors into “first-order model” and “second-order model”, respectively. This produces a total of 14 potential models across
four groups of models, which are listed in Table 5.

To evaluate which potential models fit the data accurately, a sequence of selection steps is conducted.

« Step 1: For each model, a logistic regression is conducted to get estimated coefficients of predictor variables and
corresponding p-value based on Wald test.

« Step 2: From p-value from Step 1, the insignificant variables will be removed from each model at significance level 0.05.
The reduced models thus contain only those variables thought to be significant.

« Step 3: A likelihood ratio test generates a relative comparison of each reduced model with the corresponding full model
to ensure that the removed variables are not essential to the full model. Then, some full models can be replaced with
their corresponding reduced models at significance level 0.05.

« Step 4: The goodness of fit test from Hosmer et al® is then applied to generate an absolute evaluation of the model.
The Le Cessie-Van Houwelingen normal test statistic®® for the unweighted sum of squared errors is used for global
goodness of fit. The “not good” models are deselected at significance level 0.05.

« Step 5: For those models that have only one variable different, we conduct a likelihood ratio test to remove redundant
models, and finally determine the candidate models.

Since this article mainly presents the POMDPs for cyber vulnerabilities maintenance policies, the full details of the
selection steps are beyond the scope of this paper. Finally, after model selection and modeling diagnostics, we predict
the incident rate p(s) based on the final model (Model 5) whose coefficients and statistics are presented in Table 6. The
Wald test statistics are shown in the fourth column and the corresponding p-values are given in the fifth column. Setting
significance level at 0.05, we conclude that the variables worst CVSS severity level with its square term, operating systems,
general-purpose, administrative privilege, and time trend are possibly significant.

Because the final model involves categorical variables with several levels resulting in multiple degrees of freedom, the
Wald statistics can be applied to assess the significance of the coefficients. The Wald statistic test for the coefficients for
OS type = Other OS is not significant at 0.05 in Table 6. We then conduct the likelihood ratio test to compare the final
model to the one without variable operating systems. Under the null hypothesis that the coefficients for OS are equal
to zero, the value of the likelihood ratio test is 121.3078 with two degrees of freedom, and the p-value for the test is
P(x*(2) > 121.3078) = 0. Thus, we reject the null hypothesis and conclude that the existence of variable operating systems
is also significant to the final model.

As shown in Table 6, the following Equation (15) gives the corresponding estimated logit:

8r(X) = — 7.628 + 0.771 X WorstCVSSLevel + 0.617 x WorstCVSSLevel?
— 0.269 X OSTypeosheros — 1.540 X OSTypewindows + 1.029 X GeneralPurposerryg (15)
+ 1.900 X AdminPrivilegergryg — 0.126 X TimeTrend.
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Variable Coefficient Standard error z-value p-value TABLE 6 Estimated coefficients and statistics
Intercept —7.62843 0.22431 34009 <2x10716 for the final logistic regression model
WorstCVSSLevel 0.77125 0.11176 6.901 517 x 10712

WorstCVSSLevel? 0.61680 0.15798 3.904  9.45x107°

0S type=Other OS —0.26864 0.15960 —1.683 0.0923

0S type=Windows —1.53934 0.14008 —10.989 <2x10716

General-Purpose=TRUE 1.02874 0.18904 5.442 527 %1078

AdminPrivilege=TRUE 1.89955 0.16854 11.27 <2x10716

TimeTrend —0.12638 0.01146 -11.027 <2x10716

Then, the estimated probability of incident p(s) is given by Equation (16).

e§R (x)

P = 1 =7 =
(y=1Jx) = () 15 o

(16)

3 | CYBER VULNERABILITY CASE STUDY

To derive the optimal policy and associated optimal expected long-term costs, we apply the PBVI algorithm as described in
Section 2.2. First, we present the parameter settings of a cyber vulnerability case study for the proposed stochastic models.
Next, we present the optimal alpha vectors obtained by proposed parallel POMDPs. Moreover, we conduct simulations for
each type of hosts for five-year periods with optimal policy, OSOM policy, fixed policy, random policy, and epsilon-greedy
policy. Several comparisons are presented to assess the benefits of optimal policies in terms of the expected costs and
hardening security states.

3.1 | Problem description

The cyber vulnerability case study data from a major university includes 21 months of vulnerability scans using Nessus
scan tool from Tenable. The total number of entries of 21 scans is almost 2.3 million. The scans contain 2028 distinct
vulnerabilities whose risk levels measured by CVSS are low, medium, high, and critical. As discussed in Section 2.1, there
are four types of cyber maintenance actions. For simplicity, we index the four actions as {1, 2, 3,4}, which represents
autopatching (turn on autopatching only), research-accept, research-compensate, and remediation, respectively. Also,
the scans span 24 types of 48 495 distinct hosts with fixed IP address categorized by operating systems (Linux, Windows,
and others), access to restricted data (yes or no), administrative privilege (yes or no) and general-purpose (yes or no).
Most hosts are of the general-purpose type (ie, computers, database servers, and file servers). Therefore, we specifically
consider 12 types of general-purpose hosts:

« Operating systems are characterized as OS = {Linux, Windows, Other}. For instance, if a host's operating systems
argument contains the keyword of “Linux”, then the corresponding OS is designated as Linux.

« Access to restricted data is characterized as Restricted = {True, False}. If a host's access to restricted data argument is
true, then the corresponding Restricted is assigned as True, which means that this host has access to restricted data.
Otherwise, Restricted is equal to False, which indicates that this host contains only normal data.

« Administrative privileges are characterized as Admin = {True, False}. If a host has administrative privileges (Admin
= True), it indicates that the host has users with the ability to install software. Otherwise, Admin is equal to False,
which indicates that this host utilizes management techniques to perform patches or to upgrade software applications
with fewer resources. For example, a patch of one specific vulnerability will be applied to all the hosts that belong to a
managed group. Consequently, it would affect the resulting cost.

Virtually all our hosts are inside the outer firewall of the university and have approximately similar visibility to other
hosts. This follows because many hosts (and accounts) are known to be compromised that are inside the firewall. This
assumption was used predicting warning incidents in developing Equation (15).

Moreover, we consider six scenarios of error rate of scanning (ie, Error = {0%, 5%,10%,15%,20%,25%}) to perform
sensitivity analysis by varying the estimations of observation functions as discussed in Section 2.1. Hence, we would
perform 12 x 6 = 72 parallel POMDPs to derive the optimal policies for each type of hosts given start belief. Each POMDP
has a tuple (S, A, T, 0,0, R, y). The parameters settings are shown as follows:
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We assume that the transition functions for each type of hosts depend only on OS and actions. That is, there are
3x4 = 12 transition functions T(s, a, s’). An example of estimated transition probabilities of Linux host under four actions
are presented in Table 3.

Similarly, the observation functions ©(s, a, o) for each type of hosts depend on OS, Restricted so that there are 3x2 = 6
observation functions and each of them would be modified given the scenarios of error rate of scanning. According to
Section 2.1, the estimation of ©(s, a, o) relies on the estimation of Pr(o” = None), which could be estimated by the average
proportion of disappeared times in the 21 scanned periods for each type of host. We then calculate the proportion of
disappeared times for each unique host in the 21 scanned periods. Table 1, for example, shows scanned records for a subset
of unique hosts in 21 scanned periods. Each row represents the records of a single host and zero refers to “disappearance.”
The proportion of disappeared times for a single host is the counts of zeros divided by 21. We then present the distributions
of proportions of disappeared times and associated mean value for all hosts classified by OS and Restricted in Figure 1.

For example, Pr(o" = None) for Linux type of hosts with restricted data is estimated at 0.216, which means that this type
of hosts is not observable about 21.6% time over 21 scanned periods on average. According to the modified assumptions
of observation function in Section 2.1, the estimated observation probabilities for each type of hosts would be generated
given the estimated Pr(o" = None) and error rates of scanning. An example of the estimated observation probabilities
matrix with error rate 0% and 5% for Linux hosts is presented in Table 7. Taking the third row (s = High) in Table 7(b) as
an example. The hosts' type is Linux system and Restricted = True, and the scanning error is 5%. We first find the average
proportion of disappeared times for this type of hosts in Figure 1 to estimate Pr(o = None|s = High), ie, Pr(o = None|s =
High) = 0.216. Since there is 5% error, we calculate Pr(o = High|s = High) = (1 — 0.216) - (1 — 5%) = 0.7488. Also, k is
2 in this case because there are two observations (ie, 0 = Low and o = Medium) “less” than s = High. We then compute
Pr(o = Low|s = High) = Pr(o = Medium|s = High) = (1 —0.216)-(5%/2) = 0.0196. For o = Critical > s = High, we would
have Pr(o = Critical|s = High) = 0.

Next, the settings for cost functions R(s, a) are illustrated. Recall that R(s, a) consists of two parts: expected direct cost
D(a) and expected compromised cost C(s) = p(s) X c. Also, p(s) refers to the probability that an incident event detected by
intrusion detection system for a specific type of host in state s in period n. c is the expected value of loss resulted from the
incident and it is related to whether or not a host has access to restricted data. Given that each type of host would render
slightly different parameters in these two parts, we elaborate the differences based on the characteristics of hosts (ie, OS,
Restricted, and Admin).

If an attack occurred on a host with restricted data (Restricted = True), there would be a relatively large loss than for a
host with normal data (Restricted = False). As described by Afful-Dadzie and Allen,® conservative estimates of the value
of loss c resulting from the incident for these two types of hosts are $3000 and $20 000, respectively.

According to Equation (15) and (16), we could predict incident rate p(s) for OS = {Linux, Windows, Other}, Admin =
{True, False}, GeneralPurpose = True, TimeTrend = 21 (ie, the current period) and WorstCVSSLevel = {1,2,3,4}, which
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TABLE 7 Estimated observation probabilities from a major university for Linux hosts

(a)Restricted = True, Error = 0% (b)Restricted = True, Error = 5%
State\Obs None Low Medium High Critical State\Obs None Low Medium High Critical
Low 0.216  0.784 0 0 0 Low 0.216  0.7840 0 0 0
Medium 0.216 0 0.784 0 0 Medium 0.216 0.0392 0.7448 0 0
High 0.216 0 0 0.784 0 High 0.216 0.0196 0.0196 0.7448 0
Critical 0.216 0 0 0 0.784 Critical 0.216 0.0131 0.0131 0.0131  0.7448
(¢) Restricted = False, Error = 0% (d) Restricted = False, Error = 5%
State\Obs None Low Medium High Critical State\Obs None Low Medium High Critical
Low 0.358  0.642 0 0 0 Low 0.358  0.642 0 0 0
Medium 0.358 0 0.642 0 0 Medium 0.358 0.0321 0.6099 0 0
High 0.358 0 0 0.642 0 High 0.358 0.0161 0.0161 0.6099 0
Critical 0.358 0 0 0 0.642 Critical 0.358 0.0107 0.0107 0.0107  0.6099

TABLE 8 The estimated incident rate p(s) for each type of hosts in the current scanned period

(a) Hosts with administrative privilege (Admin = True) (b) Hosts with management (Admin = False)
State Windows Linux Other OS State Windows Linux Other OS
Low 0.0072% 0.0349% 0.0257% Low 0.0010% 0.0049% 0.0036%
Medium 0.0114% 0.0530% 0.0405% Medium 0.0017% 0.0079% 0.0061%
High 0.0190% 0.0885% 0.0677% High 0.0028% 0.0133% 0.0101%
Critical 0.0550% 0.2558% 0.1956% Critical 0.0082% 0.0384% 0.0293%

(a) The estimated labor costs L(a) (b) The estimated direct costs D(a) TABLE9 The estimated labor
Action Windows Linux Other OS Action Windows Linux Other OS costs L(a) and estimated direct costs
Action 1 $0 $0 $0 Action 1 $0 $0 $0 D(a) for three operating systems
Action 2 $45 $35 $25 Action 2 $68 $53 $38 under four actions
Action 3 $215 $170 $135 Action 3 $323 $255 $203
Action 4 $1000 $1000 $1000 Action 4 $1500 $1500 $1500

is presented in Table 8. For instance, a Linux host of general type with administrative privilege is scanned with critical
state (ie, state 4) in period 21. The predicted incident rate is then computed by setting WorstCVSSLevel = 1 (normalize 4
into [—1,1]), OS = Linux, Admin = True, GeneralPurpose = True, TimeTrend = 21; g(x) = —7.628 + 0.771 * 1 + 0.617 =
1+1.029+1.9-0.126 * 21 = —5.957, and then P(y = 1|x) = e~>%7 /(1+e~>%7) ~ 0.26% which is the same as in Table 8 (a).

There are four types of cyber maintenance actions. Each action is associated with a direct cost D(a) that includes labor
cost L(a) and nonlabor expenditures including utility expenses, administration cost, etc. From the chief IT staff of the
major university, they provide a list of estimated labor cost L(a), which is shown in Table 9 (a). We assume an overhead of
50% of the labor cost as the nonlabor expenditures. Hence, we would have D(a) = 1.5L(a), which is shown in Table 9 (b).
Additionally, applied management techniques by a single host could reduce total action costs because the action of that
host would execute this action on all hosts with management techniques (Admin = False). Thus, we assign a multiplier
with 1/50 to reduce the direct action cost for hosts with management. The denominator of multiplier is determined by
the average number of hosts in the same management group. Consequently, the cost function R(s, a) is summarized in
Equation (17).

an

RGs.q) D(a) + p(s) X ¢ for Admin = True
5,a) =
D(a) x multiplier + p(s) X ¢ for Admin = False

Also, the discount factor y is set to be 0.99 monthly. The tolerance level used in PBVI solver is 0.1.

3.2 | POMDP results and implications

With the selected parameters settings, 72 parallel POMDPs are solved using the PBVI algorithm in which 10000 belief
points are generated from 100 steps after 100 random initial points. From this we obtain the 72 sets of alpha vectors
associated with actions. Given a starting belief point, the optimal action would be selected with minimal dot product of
alpha vectors and belief according to Equation (8). Examples of optimal alpha vectors obtained for various factor levels
Admin is True and False and error rate is 0% and 5% are described in Table 10.
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TABLE 10 Alpha vectors for Linux type of hosts with restricted data

(a) Four alpha vectors (Admin = True, Error = 0%)

(b) Four alpha vectors (Admin = False, Error = 0%)

Action coef.1 coef.2 coef.3 coef. 4 Action coef.1 coef.2 coef.3 coef. 4
3 1378.5 1382.1 1426.9 1579.6 2 142.0 142.6 146.6 156.6
3 1368.1 1371.7 1419.5 1580.6 2 138.0 140.3 145.7 163.9
2 1165.8 11934 1295.5 1641.1 2 137.8 140.3 1459 164.0
1 1117.2 1159.1 1303.4 1623.5 1 137.0 140.6 147.3 164.4
(¢) Five alpha vectors (Admin = True, Error = 5%) (d) Six alpha vectors (Admin = False, Error = 5%)
Action coef.1 coef.2 coef.3 coef. 4 Action coef.1 coef.2 coef.3 coef. 4
3 1379.2 1382.8 1427.6 1581.1 3 141.7 142.3 145.7 155.7
3 1368.8 13724 1420.2 1582.2 3 141.0 141.6 145.7 155.7
2 1166.5 1194.1 1296.8 1644.9 2 137.6 139.6 144.8 163.4
1 1152.5 1161.1 1304.9 1627.7 2 137.0 139.3 144.8 163.4
1 1117.9 1159.8 1305.1 1627.6 2 136.8 139.3 145.0 163.5
1 136.0 139.7 146.5 163.9
TABLE 11 The optimal actions for a Linux host with restricted (a) Admin = True, Error = 0%
data under five belief scenarios (first two horizon) Scenario Start None Low Medium High Critical
0 1 1 1 1 2 3
1 1 1 1 1 2 3
2 1 1 1 1 2 3
3 2 1 1 1 2 3
4 3 1 1 1 2 3
(b) Admin = False, Error = 0%
Scenario Start None Low Medium High Critical
0 2 2 1 2
1 1 2 1 2 2 2
2 2 2 1 2 2 2
3 2 2 1 2 2 2
4 2 2 1 2 2 2

We then consider five scenarios for starting belief points, ie, uniform, low state, medium state, high state, and critical
state. The uniform distribution of belief (0.25,0.25,0.25,0.25) describes a host with full uncertainty on its true state at
the beginning, which coincides with the unobservability discussed before. If a host is observed in low state, then the
associated belief is (1, 0,0, 0). Similarly, belief (0, 1,0, 0) refers to medium state, belief (0, 0, 1, 0) refers to high state, and
belief (0, 0, 0, 1) refers to critical state. We recode the five scenarios of start beliefs as {0, 1, 2, 3, 4}, which denote uniform,
low state, medium state, high state, and critical state, respectively.

Next, we present the optimal actions (first two horizons) for Linux hosts and Windows hosts when the error rate of
scanning is 0%. We consider that both contain restricted data and that Admin is True and False. In Table 11(a), the second
column describes the optimal actions taken in the current period. These optimal actions associated with belief scenarios
are selected with the minimal dot product of alpha vectors in Table 10(a) and the corresponding belief. The third to seventh
columns describe the optimal actions taken in the next period under five scenarios based on the observations scanned.
Take the row of scenario 0 (ie, start belief is uniform) as an example. A Linux host with restricted data and administrative
privilege is fully unobservable (also known as incomplete inspection) in the current period. Then, the optimal action in
the current period is to execute autopatching (a = 1) in order to minimizing the immediate cost and future cost. In the
next period, there are five possible observations scanned according to the third to seventh columns. If this host is still
unobservable (o = None) in the next scanned period, the belief would be updated based on Equation (5) and Equation (6).
The next optimal action is then selected with minimal dot product of alpha vectors and updated belief. In this case, the
next optimal action is still autopatching (a = 1). If this host is observed in the next scanned period and it has low or
medium vulnerabilities (o = Low, Medium), then the next optimal action is autopatching (a = 1). If it is observed with
high vulnerabilities (o = High) or critical vulnerabilities (o = Critical), the optimal actions are research-accept (a = 2)
and research-compensate (a = 3), respectively.

Table 11 (a) and (b) compares the action difference between two types of Linux hosts since the optimal policy is different
for each type of host. When there is no scanning error, compared with actions taken on a Linux host with restricted data
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(a) Admin = True, Error = 0% TABLE 12 The optimal actions for a Windows host with
Scenario Start None Low Medium High Critical restricted data under five belief scenarios (first two horizon); The
0 1 1 1 1 1 2 NA value means that it is impossible to observe “Low” when taking
1 1 1 1 1 1 2 action 1 on scenario 3
2 1 1 1 1 1 2
3 1 1 NA 1 1 2
4 2 1 1 1 1 2

(b) Admin = False, Error = 0%
Scenario Start None Low Medium High Critical

0 1 2 1 1 2 2
1 1 1 1 2 2
2 1 2 1 1 2 2
3 2 2 1 1 2 2
4 2 2 1 1 2 2

and administrative privilege, a Linux host with restricted data and management techniques (ie, Admin = False) tends
to choose inferior actions (lower numbering code) for critical vulnerabilities while it selects superior actions when the
observation is that the host is turned off or missing or medium vulnerabilities are observed. This is explained by the
process in the stochastic model. According to the transitions, observations, and cost functions, POMDPs for each type of
hosts would “learn” the performance of actions taken in terms of hardening the security state and minimizing associated
costs. According to Equation (17), the mode of administrative privilege could affect the cost function. When Admin =
False, the costs of taking actions would be dramatically reduced as the result of management technique. Then, it is still
cost-effective to take superior actions on this Linux host with management techniques when no observations detected or
medium vulnerabilities observed. From Table 12 (a) and (b), we could see that such comparisons for Windows type of
hosts are quite similar.

Table 11 (a) and Table 12 (a) compare the action difference between Linux hosts and Windows hosts with administra-
tive privilege. For simplicity, we designate these two types of hosts as Linux and Windows because the only difference
in characteristics of these two hosts is the operating system. In Table 12 (a), compared with the actions taken on Linux,
Windows tends to choose inferior actions (lower numbering code) for high and critical vulnerabilities. As we discussed
before, POMDPs would “learn” the performance of each action and then choose the best one. Hence, autopatching is
chosen for Windows indicating that this action is enough to deal with vulnerabilities with low, medium, and high levels.
When the magnitudes of cost functions for different type of hosts are comparable (eg, they have the same mode of admin-
istrative privilege), if an advanced or superior action is chosen, it implies that this type of hosts is vulnerable to higher
level vulnerabilities. Also, since a more vulnerable host would evidently lead to relatively larger costs, a Linux system is
more vulnerable than a Windows system when high and critical vulnerabilities have been scanned, and superior actions
such as research-compensate (a = 3) should be taken on it.

3.3 | Simulations and comparisons

In this section, we evaluate the benefits of applying optimal policy derived from the proposed POMDPs in terms of
expected individual costs and the evolution process of security states by repeating simulations for five-year periods
(60 monthly horizons) in 1000 trials. The simulation procedures of each trial are illustrated as follows:

« Step 0: Initialization. Setting the initial number of horizons as 1. An initial belief is randomly selected from the five
scenarios of starting belief (ie, uniform, low, medium, high, and critical). Also, the corresponding initial observation
could be generated based on the initial belief. For example, initial observation would be None if the initial belief is
uniformly distributed. An initial state is then sampled from S based on the distribution of the initial belief. The initial
total costs is assigned as 0, and the initial discount factor y is assigned as 1.

« Step 1: Action mapping. For the simulation of optimal policy, an action is then taken with the minimal dot product of
alpha vectors from the solved POMDP and the current belief. For other policies, this Action mapping would be modified,
which we will discuss later.

« Step 2: Updates of costs, states, observations, and belief. An immediate cost is obtained based on the cost function given
the pair of state and action. Then, the new total costs would be the sum of the previous total costs and the immediate cost
multiplied by discount factor y. Next, a new state is sampled from S based on the distribution of transition probabilities
given the pair of previous state and action. Also, a new observation is sampled from O based on the distribution of
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5-year costs per host (1000 trials)
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observation probabilities given the pair of new state and action taken. Then, a new belief is updated given the pair
of observation and action according to Equation (5) and Equation (6). Last but not least, we update discount factor y
multiplied by 0.99, and update the number of horizons by adding 1.

Step 3: Stop criteria. If the number of horizons is less than or equal to 60, continue to Step 1 and Step 2. Otherwise, the
trial of simulation stops and returns the total costs and a sequence of state evolution.

We then simulate four different policies for comparisons. Those are OSOM policy, fixed policy, epsilon-greedy policy,

and random policy. The key difference among these policies is in taking of actions. Hence, the Action mapping step in the
simulation procedure could be modified based on different policy.

OSOM policy: Remember that OSOM policy stands for “out-of-sight is out-of-mind”, which is the common policy
for cyber vulnerabilities maintenance. Specifically, it ignores hosts when there are no observations (o = None). This
“ignore” action implies that we do not have knowledge about what the host's state is, and then the state transition
probabilities of this action would be assumed to be a uniform distribution. Moreover, when low or medium observations
are captured, the OSOM policy would take autopatching action (a = 1) for hosts; when high or critical observations are
captured, this policy would take research-accept action (a = 2) for hosts. In short, the OSOM policy is observation-based
Action mapping instead of alpha-vector-based Action mapping for optimal policy.

Fixed policy: It is a simple version of maintenance policy. It does not follow the alpha vectors. Instead, it would take
research-accept action (a = 2) for hosts when the index of the maximum value of belief corresponds to high or critical
state; otherwise, it would take auto-patching action (a = 1). In short, the fixed policy is a simple belief-based Action
mapping,

Epsilon-greedy policy: It is a greedy version of the optimal policy. It takes an optimal action a based on alpha vectors
with a high probability 1 — ¢ and a random action a’ € A \ {a} with a low probability . Here, we set the ¢ as 5%.
Random policy: It refers to randomly taking action a € A for hosts.

We first present in Figure 2 the simulation of costs for 12 type of hosts under optimal policy across six scenarios of

scanning errors. The simulation results show that the individual host costs have been slightly altered by increasing the


http://wileyonlinelibrary.com

LIU ET AL. Wl LEY 1405

Linux Linux Windows Windows Other Other

Normal Data Restricted Data Normal Data Restricted Data Normal Data Restricted Data

400

300+

H
H
]

200

_,_-L-l-* 'L _._-'--r-; .|.-!-+; 4.4-.;.% '%J:%%

8000

juswabeuely

o
f

5-year costs per host (1000 trials)

6000 4 1 . 3

[ g b4 H 3 |
[} ¢ i >
' I : { H g
. 5
4000 : R
i =
1 @
' 8

2000 4 ’ 8 T § %
0- * — l L L I
& N & N & N & NI & N & N
& & O & & O & & & O & & O & & O & & O &
OQ\\ RS ) § oQ\\ NP o 9 oQ\\ s & 2 /@ OQ\\ S ® @ § GQ\\ v F [ 9\ °(§ Ve 4 §
Policy

FIGURE 3 Simulation of five-year costs per host for 12 types of hosts under four different policies [Colour figure can be viewed at
wileyonlinelibrary.com]

scanning errors for some types of hosts such as Linux type hosts with restricted data and management. This is because
the alpha vectors of hosts of this type are slightly different for diverse scanning errors. Table 10 (b) and (d) present the
alpha vectors of Linux hosts with restricted data and management for scanning errors 0% and 5%. The actions associated
with the alpha vectors for scanning error 5% are seen to be superior to those for scanning error 0%, thereby resulting in
a slight increase on the costs. This also implies that an advanced action might be needed for some types of hosts when a
host's state is inaccurately known because of scanning errors. Nevertheless, for many types of hosts, the individual costs
over 5 years are hardly affected by increasing the scanning errors from 0% to 25%.

Next, we present the simulation of costs for 12 types of hosts under different policies (ie, optimal policy, fixed policy,
OSOM policy and epsilon-greedy policy) when the scanning error is 0% in Figure 3. Note that we remove the random
policy from the results because its outstandingly large costs (its average costs exceed $400 for all hosts with management
and exceed $20 000 for all hosts with administrative privilege) are out of scale with others. Figure 3 shows that, in general,
optimal policy is the most cost-effective policy among others for all types of hosts whereas the epsilon-greedy policy is the
worst strategy in terms of costs. Compared with the fixed policy, intuitively, optimal policy significantly reduces the costs
for hosts with administrative privilege while the reduction is insignificant for hosts with management. The main reason
is that the mode of management would considerably reduce the cost compared with the mode of administrative privilege
according to Equation (17).

Similar observations apply in the comparison between optimal policy and OSOM policy except for Linux type hosts with
restricted data (the second “column” in Figure 3). The cost reduction of this exceptional type of Linux host, however, is
still not that significant for the mode of management compared with administrative privilege, which is shown in Figure 4.
Here, we use the same scale in Figure 4 and see that the magnitude of cost reduction for the “row” of management is
dwarfed by the “row” of administrative privilege. Therefore, one can apply the fixed policy or OSOM policy for those
hosts which are managed in terms of the maintenance costs. For instance, if a university faculty or a student is using
a lab computer in their department which is managed for patching vulnerabilities or upgrading software, the current
maintenance policy (OSOM) or a simple policy (fix) is sufficient to protect it. Nonetheless, some computers or servers are
not using management technique, and users then have administrative privilege to install software on them. In this case,
the OSOM or fixed policy is not able to maintain the devices with minimum costs, and the optimal policy is needed to
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replace the current policy for hosts with administrative privilege. Consequently, the optimal policy derived from POMDP
would be the most cost-effective maintenance strategy for all types of hosts, whereas the OSOM policy or fixed policy is
still relatively cost-effective for most hosts if management techniques are applied to them.

Additionally, Figure 4 shows that the five-year average individual costs for a Windows type of host under optimal policy
is much lower than that of a Linux type of host if both have the same characteristics on Restricted and Admin. This is
because a Windows system is more defendable than a Linux system as described in Section 3.2.

We further evaluate the benefits of taking optimal policy in terms of hardening security states by visualizing the evolu-
tion process of states of five years (60 monthly horizons) under different policies. Figure 5 shows the state evolution of the
first 200 simulation trials for Linux type of hosts with restricted data and administrative privilege under optimal policy,
fixed policy, OSOM policy and epsilon-greedy policy when the scanning error is 0%. Each row represents the state evo-
lution over 60 horizons in a simulation trial. Here, we recode the four states { Low, Medium, High, Critical} as {1, 2, 3,4}
and the associated color range is from bright to dark. From Figure 5, the panel of OSOM policy is much darker than oth-
ers, which means that the OSOM policy is not able to control this type of hosts' states in a lower severity level. Compared
with the OSOM policy, the fixed policy is capable of maintaining hosts when the starting state is not critical, whereas the
fixed policy is not able to mitigate critical state within six months, which results in long dark streams in the second panel.
Compared with the fixed policy, although optimal policy controls the most of states in the medium level, it could quickly
mitigate the critical states within two or three months. Remember that the optimal actions associated with alpha vectors
for this type of hosts contain action 1, 2 and 3 (see Table 10 (a)). With respect to epsilon-greedy policy, its performance
is similar to the optimal policy but it is slightly brighter than the optimal policy because it has a 5% chance to take other
actions such as remediation action (a = 4) which have high probabilities of mitigating severe states but costly expen-
diture. In summary, optimal policy could quickly remove critical states and maintain the hosts states in low (rarely) or
medium (mostly) levels with minimal costs for the Linux type of hosts with restricted data and administrative privilege.

As we discussed before, OSOM policy or fixed policy might be allowed for those hosts that are managed because the cost
reduction for such type of hosts is not significant compared with optimal policy. Here, we also present an example of the
state evolution for Linux type hosts with restricted data and management to assess whether or not OSOM or fixed policy
is sufficient to maintain hosts states. Figure 6 shows the state evolution of the first 200 simulation trials for such type of
hosts. OSOM policy is still the darkest one, which is not able to maintain hosts states. The optimal policy in Figure 6 does
not have the advantage of quickly mitigating critical states within two or three months, but it is still capable of mitigating
critical states within one year and maintaining the hosts states in low (mostly) or medium level (rarely). In addition, the

optimal
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FIGUREG6 States evolution of first 200 simulation trials for Linux type of hosts with restricted data and management under different policies
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optimal policy is slightly brighter than the fixed policy which is also able to mitigate severe states and to keep the states
in low (less) or medium (mostly). Therefore, we restate that only fixed policy might be allowable for hosts which are
managed for maintenance considering the insignificant cost reduction compared with optimal policy.

4 | CONCLUSIONS AND FUTURE WORK

In this article, we construct new parallel stochastic models to derive cost-effective cyber maintenance actions and
belief-dependent dynamic optimal policies for different characteristics of hosts. A common definition of cybersecurity
state is measured by the CVSS. The potential intrusions (generally called incidents) associated with security states are
considered by predicting the probability of incidents using multi variable logistic regression, thereby resulting in a new
cost function estimation for POMDP models based on hosts' features.

From our case study, the practical conclusion highlights are as follows (see Figure 3):

1. Hosts with restricted data should have their images managed centrally such that users should not have administrative
privilege because the cost of maintaining hosts with administrator privileges is generally 10x higher than for managed
hosts.

2. The OSOM policy with restricted data on the host is likely unacceptable but a simple probability-based policy (ie, the
fixed policy) is likely acceptable avoiding unnecessary scans and the complication of the optimal POMDP policy.

3. For hosts with administrative privilege, the optimal policy is needed to keep costs low given that alternatives can
generate hundreds of dollars more in costs over five years.

4. Hosts with Linux operating systems and restricted data tend to cost the most to maintain, particularly when they are
not maintained optimally or, at least, with a policy based on their belief state value (ie, the fixed policy).

In our simulations, we consider six conditions of scanning errors to conduct sensitivity analysis for the assumptions
of estimating observation probabilities. We validate that the expected individual costs of the majority of hosts are hardly
influenced by increasing the scanning errors from 0% to 25%. Moreover, we compare the optimal policy with four alterna-
tive policies (OSOM, fix, epsilon-greedy, and random) using simulations to evaluate the benefits of taking optimal policy.
To evaluate the performance on hardening security states, we present a heat map of evolution process of states of 60
months to visualize differences among alternative policies. The findings include that optimal policy is capable of allevi-
ating critical vulnerabilities within a few months and generally maintaining hosts states in low or medium states, while
OSOM policy is not able to maintain hosts states at lower levels because it would ignore those unobservable hosts whose
underlying states could be high or critical.

Many topics remain for future research. Clearly, similar studies can be conducted at other universities and organiza-
tions. Studies can be repeated to see how findings change over time. Further, taking limited resources into account, the
option of taking suboptimal action could be chosen when there is an action unavailable at the current time. Additionally,
since the key limitations of the proposed model relate to the parameter estimation and associated assumptions, a MCBRL
could be applied to address the parameter uncertainty and limited data issues. Moreover, social media data could be used
to identify “celebrity” vulnerabilities and update the model building on work in Allen et al.>’ Resilience metrics can be
used to incentivize rapid patching or remediation of various classes of vulnerabilities, eg, building on models of resilience
in Woods et al.?® Elicitation of data from experts can also be used in estimating the costs and priorities of vulnerabilities
(eg, as in Allen and Maybin3°). A variable fidelity modeling approach could be used to mix local high fidelity data (scan
and incident data) with data from other sources, eg, using modeling approaches like in Huang and Allen* or Allen et al.*!
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